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What is blockchain

 “The blockchain is an incorruptible digital ledger of 
economic transactions that can be programmed to 
record not just financial transactions but virtually 
everything of value.”

 A time-stamped series of immutable records of data that 
is managed by a cluster of computers not owned by any 
single entity

 Each of these blocks of data (i.e. block) is secured and 
bound to each other using cryptographic principles (i.e. 
chain).
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Some history

 transacting money/value -> intermediaries like banks 
and governments

 need for intermediaries increases in case of digital assets 
which are easy to reproduce:

 double spending problem (act of spending the same unit 
of value more than once )
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Blockchain properties

 no central authority 
 shared and immutable ledger -> network of replicated 

databases, synchronized via the internet and visible to 
anyone within the network

 transparent
 no transaction cost – Bitcoin monetary transactions
 trustless system (actually no trust is required)
 can be generalized to replace all processes and business 

models that rely on charging a small fee for a transaction 
(think Uber, Amazon)
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Decentralization
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Transparency
 while identities can be secure, all transactions that were 

done by their public address are visible
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Immutability

 Basically impossible to change previous blocks
 blockchain is a linked list that contains data and a hash 

pointer that points to its previous block
 hash pointer is similar to a pointer, but instead of just 

containing the address of the previous block it also 
contains the hash of the data inside the previous block 
=> changing previous blocks means changing all the 
next blocks



Innovative Trends: Blockchain
Information and Communications Technology based Innovation 12

Outline

 Introduction
 Blockchain properties
 Bitcoin transactions
 Consensus
 Types of blockchains
 Merkle trees
 Smart contracts
 dApps



Innovative Trends: Blockchain
Information and Communications Technology based Innovation 13

Bitcoin transactions

 Input and output:
 UNSPENT TRANSACTION OUTPUTS (UTXO)
 list of “unspent” Bitcoin amounts that have been 

sent to a user, but have not yet been sent from him/her
 collection of Bitcoin amounts on different addresses, and 

the role of a wallet is to identify which addresses the 
user has keys to

 A transaction is valid if one can prove ownership over 
the actual Bitcoin s/he is trying to send.

 similar to a cash economy
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Bitcoin transactions

 blockchain system doesn’t keep track of account 
balances at all; it only records each and every 
transaction that is verified and approved

 to determine your wallet balance, you need to analyze 
and verify all the transactions that ever took place on the 
whole network connected to your wallet
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Bitcoin transactions

 Valid transactions - check all the previous transactions 
correlated to the wallet you use to send bitcoins via the 
input references

 Owning bitcoins means that there are transactions 
written in the ledger that point to your wallet address 
and haven’t been used as inputs yet
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Bitcoin transactions

 Signed piece of data that is broadcast to the network 
and, if valid, ends up in a block in the blockchain

 Transfer ownership of an amount of Bitcoin to a Bitcoin 
address

 When a digital transaction is carried out -grouped 
together in a cryptographically protected block with 
other transactions that have occurred in the last 10 
minutes and sent out to the entire network.

 Miners then compete to validate the transactions by 
solving complex coded problems.
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Consensus mechanism

 confirm the transactions without relying on a trusted 
third party

 Proof of work
 transaction is initiated, the information is stored in a 

candidate block which is filled with the transaction’s 
information

 miners get to work on solving a cryptographic puzzle 
that has a prize for whomever solves it, in the form of 
newly minted coins/currency.

 Proof of stake
 miners that have more “money”, cryptocurrency, or “skin 

in the game” to have a greater opportunity to mine 
blocks and make decisions for the network
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Consensus

 Node that solves the mathematical problem acquires the 
right to place the next block on the chain and broadcast 
it to the network

 what if two nodes solve the problem at the same time 
and send their blocks to the network simultaneously?

 both blocks are broadcast and each node builds on the 
block that it received first

 blockchain system requires each node to build 
immediately on the longest blockchain available
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Double spending attack
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Double spending attack

 Mary must generate a longer tail with the reverse 
transaction - race against the rest of the network to 
solve the math problem that allows her to place the next 
block on the chain

 Very unlikely to solve two, three, or more blocks in a row
 Even matching 50 percent of the computing power of 

the network – 25 percent chance for the second block in 
the row

 Difficulty of the problem increases with the size of the 
network
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Blockchain transactions security
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Public, private blockchains

 Public blockchains: anyone in the world can read, 
anyone in the world can send transactions to and expect 
to see them included if they are valid, and anyone in the 
world can participate in the consensus process . 

 are secured by cryptoeconomics - the combination of 
economic incentives and cryptographic verification using 
mechanisms such as proof of work or proof of stake, 
following a general principle that the degree to which 
someone can have an influence in the consensus process 
is proportional to the quantity of economic resources 
that they can bring to bear. "fully decentralized".
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Public, private blockchains

 Consortium blockchains: consensus process is 
controlled by a pre-selected set of nodes; for example, 
one might imagine a consortium of 15 financial 
institutions, each of which operates a node and of which 
10 must sign every block in order for the block to be 
valid. The right to read the blockchain may be public, or 
restricted to the participants, and there are also hybrid 
routes such as the root hashes of the blocks being public 
together with an API that allows members of the public 
to make a limited number of queries and get back 
cryptographic proofs of some parts of the blockchain 
state. 

 "partially decentralized".
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Public, private blockchains

 Fully private blockchains: write permissions are kept 
centralized to one organization. Read permissions may 
be public or restricted to an arbitrary extent. Likely 
applications include database management, auditing, etc 
internal to a single company, and so public readability 
may not be necessary in many cases at all, though in 
other cases public auditability is desired.
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Merkle trees

 a tree in which every leaf node is labelled with the hash 
of a data block, and every non-leaf node is labelled with 
the cryptographic hash of the labels of its child nodes.

 Demonstrating that a leaf node is a part of a given 
binary hash tree requires computing a number of hashes 
proportional to the logarithm of the number of leaf 
nodes of the tree

 As long as the root hash is publicly known and trusted, it 
is possible for anyone who wants to do a key-value 
lookup on a database to use a Merkle proof to verify the 
position and integrity of a piece of data within a 
database that has a particular root
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Merkle Trees in Bitcoin

 blocks in a blockchain are connected through hashes of 
the previous block

 In Bitcoin, each block contains all of the transactions 
within that block as well as the block header which 
consists of:

 Block Version Number
 Previous Block Hash
 Timestamp
 Mining Difficulty Target
 Nonce
 Merkle Root Hash
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Smart contracts

 Computer protocols that can verify, facilitate or enforce 
negotiation or performance of a contract

 Eliminate middlemen/intermediaries
 Asset -> algorithm -> asset destination
 Domains : government (voting), management 

(automatic workflows), supply chain, real estate, 
healthcare ( ensure confidentiality, store immutable 
data)

 Smart contracts – programs that are run on the 
blockchain (e.g. Ethereum – blockchain + Turing 
complete language)
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Principles of contract design

 Observability – principals can observe each others' 
performance of the contract, or to prove their 
performance to other principals (accounting)

 Verifiability - principal can prove to an arbitrator that a 
contract has been performed or breached, or the ability 
of the arbitrator to find this out by other means 
(auditing)

 Privity - knowledge and control over the contents and 
performance of a contract should be distributed among 
parties only as much as is necessary for the performance 
of that contract (security)

 Enforceability – contracts can be enforced
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Smart contract features

 Deterministic – always same output to given input. 
Effects: avoid calling un-deterministic system functions, 
data resources or dynamic calls

 Terminable. Solutions : Turing incompleteness, agree 
beforehand on payment for max execution steps, timer.

 Isolated. Smart contracts are run in virtual machines or 
containers
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Contract example (Solidity language)
pragma solidity >=0.4.22 <0.6.0;

contract SimpleAuction {
address payable public beneficiary;
uint public auctionEndTime;
// Current state of the auction.
address public highestBidder;
uint public highestBid;
// Allowed withdrawals of previous bids
mapping(address => uint) pendingReturns;
bool ended;
event HighestBidIncreased(address bidder, uint amount);
event AuctionEnded(address winner, uint amount);
constructor(

uint _biddingTime,
address payable _beneficiary

) public {
beneficiary = _beneficiary;
auctionEndTime = now + _biddingTime;

}
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function bid() public payable {
require(

now <= auctionEndTime,
"Auction already ended."

);
require(

msg.value > highestBid,
"There already is a higher bid."

);
if (highestBid != 0) {

pendingReturns[highestBidder] += highestBid;
}
highestBidder = msg.sender;
highestBid = msg.value;
//Allow recipients to withdraw the money themselves
emit HighestBidIncreased(msg.sender, msg.value);

}
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/// Withdraw a bid that was overbid.
function withdraw() public returns (bool) {

uint amount = pendingReturns[msg.sender];
if (amount > 0) {

pendingReturns[msg.sender] = 0;
if (!msg.sender.send(amount)) {

// No need to call throw here, just reset the amount owing
pendingReturns[msg.sender] = amount;
return false;

}
}
return true;

} 
function auctionEnd() public {

require(now >= auctionEndTime, "Auction not yet ended.");
require(!ended, "auctionEnd has already been called.");

ended = true;
emit AuctionEnded(highestBidder, highestBid);

beneficiary.transfer(highestBid);
}

}
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Cost of transactions on Ethereum 

 Operations (transactions or smart contract executions) 
require gas

 Gas measures computational effort for operation 
execution

 Miners that execute operations are paid in Ether 
corresponding to the gas required

 Gas price (in Ether) is specified by the sender of 
transaction so miners can choose transactions with 
highest prices

 Gas limit – maximum gas sender is willing to pay for a 
transaction
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Decentralized Applications (dApps)

 Applications running on a peer to peer network of 
computers (such as blockchain). We`ll refer to dApps
running on blockchain.

 Core logic of a dApp are smart contracts interacting with 
the blockchain. Frontend can be the same to traditional 
applications.

 Frontend contains a “wallet” (managing the digital 
identity, private and public keys) communicating to the 
smart contract by sending triggers and receiving events.

 E.g. WeiFund – crowdfunding platform, similar frontend 
to traditional crowdfunding platforms but backed by 
smart contracts
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